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Zillya!

TotalDefense

QuickHeal

SCAN TIME

18 ms

1 ms

16 ms

16 ms

Data_sanitization_Type... Scan new file
First uploaded 2016-09-232 11:57:02 File type Excel Microsoft Office Open
XML Format document

Last scanned 2016-09-23 11:57:09 File =size 11 KB

MDS 7DAS31BBS11EF98DBATEZE4AEE3C2230D5

SHAT B7625205E90242 C7TABEAFFASEAGCF1 EOOEEGEART

SHAZS6 B1DABE334753561 CAEADRBEB4ADTFS28046D60E0AGSBR6230ADE43644DER12DD2
DEFIMITION DATE RESULT
2016-09-21 o
2016-09-22 o
2016-09-20 o
2016-00-21 o
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EXTRACTED FILES ORIGIMNAL FILE

Extracted from: Scan new fils
Data_sanitization_Type...

| Download sanitized Tile |
]

MD5

SHA1
SHAZS56

EXTRACTED FILES LIST EXTRACTED FILES SUMMARY
INCLUDED FILES
‘docPropsiapp.xml
wdocPropsicore.xmi

‘whprinterSettings\printerSettings1.bin

First uploaded 2016-09-23 11:57:09 File type Excel Microsoft Office Open
XML Format document
Last scanned 2016-09-23 11:57:09 File size 11 KB

7DAB31BEBS11EF98D8ATE2E4EE3C223D5

B7625205E00242C7AGEAFFASEASCF1 EODEEGEAGT

B1DABB334753561 CAEADBEBAAD VFS528946D6OE0AESEEB6330ADEA3644DEBT 2DD2
RESULT

view details 016

view details 016

view details 016
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HE ]y HE way
pdf pdf/bmp/html/jpg/png/sve/tiff /ot
doc doc/pdf
xls s/ pdf

ppt ppt/ pdf
docx docx/bmp/html/jps/ pdff png/ps/sve/ tiff /<t
xlsx xIsx/bmp/csv/html/jpg/pdf/png/ps/sve/tiff
ppitx ppb</bmp/html/jpz/ pdf/pnz/ ps/sv=/tiff

rif rif

jrd jrd

hwp hwp
html html/bmp/jpg/pdf/png/ps/sve

ips ip=/bmp/eps/gif/pdff png/ ps/svg/tiff
bmp bmp/eps/gif/ipg/ pdff png/ ps/ sva/tiff

png png/bmp/eps/gif/fipg/ pdff ps/sva/tiff

tiff tiff/bmp/feps/gif/ipz/pns/ps/svz
sve bmp/feps/=if/ipg/png/ps/tiff
gif bmp/eps/ipg/pdf/pns/ ps/ sv=/ Tl
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'Metadefender Email

154 257
Ol &0t O|O| & EOt
YL 1 1 v y N
AR 222
‘A'—- el “ ZZmm |:I
Firewall Email Gateway Metadefender Email Server Anti-malware
Email Security Endpoint
Multi-scanning Data Sanitization
=2 UYYIE BXE HS HIO[Ef & [ IpUOf| £ AE A-ETE A |
over 30+ anti-malware engines 100+ data sanitization
AhnLab (es[EL] SOPHOS ' McAfee ror |9 | . .
- /,.;"—: I ’m % al il

= nProtect ¥ Avc Zillvar

.
<«
KAJPIRIKY 5 LAVASORT o‘ TREND. L . ﬁ ﬁ
QIKARLIS Avira @ F-PROT AND MORE... [ada | [t ]




'Metadefender Email

Metadefender Core notification: Email infected

X9l aschulman@opswat.com

To: wwwi@caffeine.andymillar.co.uk; Dema DU, User;

Metadefender Core has detectad an infection in the following email:

1
1
1
J

Date :11/08/2016 01:33:09

From :“Apache, andymillar.co.uk” <andy@andymillar.co.uk>

To :"demouser@napswitch.com” <demouser@napswitch.com=>
Subject: EICAR Virus Test Email

Result : EICAR_Test_File

- Infected

Ahnlab

AG

Avira

BitDefender

ClamaAv

Metadefender Client (2).exe

Infected Source aschulman-ige
Type  Generic Win/DOS Executable Start Time  2016/11/03  12:31:06 PM
Metadefender Client Size 1028 MB

Hashes
D5 E4816D02CTFB6E19E1A2B5E2BCE7086A
H CAQ18D7AET92534EC72DASEIBEICFEB345A0BA6C
HA2! 35B1E22356369F5BDD29E661C0D2523CFEGC40ATFC 14BDE2077EEOD1 D2D09GE

SCAN TIME DEFINITION TIME RESULT

1341 ms 2016-10-27 °
1263 ms 2016-11-02 °
124ms 2016-11-02 TR/Dropper.Gen °
1778 ms 2016-11-02 °
2152 ms. 2016-11-02 °

~
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e.g. scripts and macros)

OPTE 2% 57t
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'Metadefender Email

proofpoint’

Email Protection

]

afiafn
CISCO.

Email Security Appliance

)
<O Fire Eye

Triton AP-Email

Messaging Gateway

l( Barracuda
Email Security Gateway

7 SOPHOS -l""l!!!l"ll-___ Sk

SOPHOS

Email Appliance

Clearswift

Secure Email Gateway
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TERRACE MAIL

Terrace Mail Suite

SPAMSNIPER
Y R[22 AIFRE|

Spam Email Gateway

HALON

Spam Email Gateway

A

e :
@atchGuard
Secure Email Gateway

- !EE - ::.

Y

McAfee Email Gateway

Spam Email Gateway

»

3§ DEEPSoft

.‘ astaro

Secure Email Gateway
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Proofpoint

Cisco

FireEye

Microsoft

Symantec

Intel Security

Trend Micro

Mimecast

Forcepoint

BAE Systems

Barracude Networks

SOPHOS

Clearswift

Fortinet

Dell Sonicwall

Trustwave

WatchGuard Technologies

Email Protection

Email Security Appliance

EX Series

Exchange Online Protection

Messaging Gateway

McAfee Email Gateway

InterScan Messaging Security

Secure Email Gateway

TRITON AP-EMAIL

Email Security (AV/AS)

Email Security Gateway

Email Appliance

SECURE Email Gateway

FortiMail

Email Security Appliances

Secure Email Gateway

Extensible Content Security (XCS)

On-Premises

On-Premises

Exchange

Cloud & Hosted

Cloud & Hosted

G Suite

@8 Hosted Exchange

IJ Office 365
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'Metadefender Email

Nl 1
v
- Q= “l £

Internet Firewall Metadefender Microsoft
Email Security Exchange
server

2N

c c [
[723 [723 [723
) g) g)

.
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Users
G Suite
‘ < E— > I:lf)fﬁce 365 g :
B B# Hosted Exchange —
: . Users
Internet MX Record Metadefender Email Cloud & Hosted email
Security solution
Hosting options: D
* Amazon Web Services —
* Your Data Center Users

* Hosting Service Provider
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'Metadefender Proxy
ICAP =2 EZ0|Zt?

* |CAP(Internet Content Adaptation Protocol)

- ICAP Z2EZ2 AZ0|M HTTP HAIXIS M50 U7 T2ANE 55517 Il
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'Metadefender Proxy

L]
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WEAIRX}

>

Metadefender
A
Y
r .
"

o

250 T T T )

A
B | M |

(11 A
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(I

I

[ BLUECOAT ] sy Internet

AR
Proxy SG [ZEE | HTTPS At ]

[ A SR & 2Ot ]
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'Metadefender Proxy

D oy [F5) E—RU )
— % BIG-IP LTM
S [ -
[ ¥ Mt ]
- & ] =
=

LHEALR X} Internet

oo e Puc=o: [ B = Prace Poaze
(@)
[l AMH EOt ]

e

N
[HTTPS Aft ]




'Metadefender Proxy

Metadefender

m— m —JOCSearty _
(T Afe ) -
058 nde o @ =
WAk | qog ot H_HMH wun E ) g o ) g E ) T
D [ [B;.rUECOAT] Internet I\l A e t ﬁ
- oxy SG l | :
o b o L JOGSecunty«—M;gm L

BlueCoat Proxy SG + Joe Sandbox %™ F5 BIG-IP + Joe Sandbox 8&

.



'Metadefender Proxy

Sources Metadefender Proxy Configuration

Metadefender Client IP on Metadefender Core

Metadefender Proxy 10.03-105

Metadefender Email ICAP port 1344
Setup Maximum sockets 60
Workflows Server Overload Behavior
Settings ) Block all files This defines the desired behavior when the

Metadefender Core server can not handle all ICAP
© Allowallfiles

requests. In either scenario, all files will be logged

Scan health checks from proxy server

Dump invalid ICAP requests

Skip files larger than v
Use persistent connection

Note: Any setting changes will be applied when Metadefender Proxy server is (re)started

APPLY

Custom Metadefender Proxy message

Browse for new custom icap message file:
BROWSE

UPLOAD FILE PREVIEW HTML




Metadefender Proxy

’ [ wwwpeacecom/Paction: X W

[ www.peace.com/?action=kboard_file_download&uid=68file=file2

File blocked

peace.com_2016_product-Catalog pdf has been blocked by your administratorg security policy
because a threat (Luhe Exploit PDF H) was detected by Metascan

0ads with mutiple ant-malware engnes  See acdtional way
dpoint processes and fles of the Metass an Onlne file 3¢ anning

4l TEA|2} Metadefender ¥1E A| ICAP Z2EZS

ofd MY OREC / YEL A| OjY X}

o
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ICAP = E=S X|&ol= & TEA| HIE

Squid Proxy
®

F5 BIG IP

McAfee Web Gateway
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'Metadefender KIOSK

Metadefender Kiosk

=71E W XY = YEA FUE 0HO L

S X Y A0l IXT TY AT L

"~ Metadefender Core A5 (X% OHA| L QMHTE HA
"~ O|0|E| &+ [ Data Sanitization (CDR) ]

o Of710[2 T ZAL

v dX| O, HO0|E mh AX| ™ ARH AZH

"~ Data Diode2t ¢1s X|¥

o SFTee| A K|

Metadefender Kiosk



Metadefender KIOSK
» Metadefender Kiosk + Data Diode + SFT S¢} 1N

'"'"-I ISOLATED NETWORK AIR GAP AIR-GAPPED NETWORK
SD
a
SFT
. N N —\
| — =3
o Any Data Diode Secure File Transfer
M )

usB Metadefender Kiosk Metadefender Core Metadefender Core

Metadefender can be located inside the isolated network as well as in the air-gapped network alongside SFT.




'Metadefender KIOSK

a © Help

e [ — -
(- S

TOUCH SCREEN TO START

m Insert Media Processing Finish

Please enter username to continue

Username:‘DOMA[l\(\ X‘

Password:‘ ‘

|12 3]4 5[6[7]8 50~ =  Bkesp

Tab|q wle z|t|y wiop/[[1]
Caps a|s|d|[f]|g n 3 K1 ;|"| e

Shift‘z‘x‘c‘v‘b‘n‘m‘,‘.‘/‘ Shift
[ Submit ’ [ Reset ‘ [ Close ’

Figgtgagfender




'Metadefender KIOSK

Please select the files you want processed Sign in ‘ Insert Media ‘ Processing
al E = /v|Installers 8

aBoot Records |, EDSH"‘P'S Docs

([ ]System Volume Information Please wait while files are being processed
o[ [Test Set

i |v|updates Y b

[3[ |05B84BF4-1441-4A4F-9EE2-16A4F9205AAD.pd

[4[]102B1DB0-60D9-4CBD-86BC-270EB252C3A2.p ® o

[ J277AF535-B242-45CE-837F-F95737988389.pdf o e

[ ]32EEOFD2-2D01-4DC0-87B3-EB2237A19168.pc
[y |34A48A53-1400-43CD-8537-8C4844AF15B4.pdf,,

T

SPSwAT orswaT
Metadefender Mﬁtadefender

C:\WINDOWS\TEMP\OMDBootSectorTmp\H.dsk
Number of Files Processed: 2 / 10
> Size Processed: 1KB / 460510KB

Cancel Processing
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Sign in ‘ Insert Media ‘ Processing ‘ Finish Sign in ‘ Insert Media ‘ Processing ‘ Finish
No threats found Potential Threats
Found

Metadefender ﬁgtméfender

uuuuu




'Metadefender KIOSK

Processing ‘ Finish

Sign in ‘ Insert Media ‘ Processing ‘ Finish Sign in ‘ Insert Media

Rlarkad Fila Racnlt/=)

Processing completed [ View Blocked File Details Threats
Files Blocked X .
T Password Protected [ . ] E:\File Test Set\Self-Extracting.exe
1 Threat(s) Found Engine Threat Name
Actions Taken on Blocked Files [ Done ]
No Actions Taken ThreatTrack Trojan.Win32.Generic!BT

Actions Taken on Allowed Files
No Actions Taken

File(s) Processed By
51/51 Metadefender Kiosk Cla AT

fM:Se?:méfender !?(.Etméfender'
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Metadefender KIOSK
= Data Diode

= Cross Domain Solution(CDS)2t1 = E2|= H0|F CtO|
RQEE=E 2 HOF HEYI(H: QAL )t =2 HOt
HEXAI(0:HE AZL)Zto XSt HOjE MBS

HNSok=tl ALS

EX
. 53
o HEQY 0 e (Simplex) E2HE HiS

Z=20| M2t E™ MRS £ Q= EM FE

QE[HIO|2 AL} HES Sofl TS T EfE L A= ME Jts

AIR GAP

Any Data Diode




Metadefender KIOSK
= Air—-Gap

= &9, 5714 39 X5 7N, M= 22|E H|Z2 HEJIN A EAHEXTZ HI0[EE

=0/Hez 0|3 2 Mol 25

= Air-Gap + Data Diode

o E8M0| %2 Air-Gap HEEYI MM Data DiodeS £t §2%{Q1 H|0|E M4 X[
"+ Metadefender Core2}t2| H52 Saoli HIO|E £t HERIZE MEE = E2fY LY
oby ZAHIX AH

"~ OPSWAT SFT(Secure File Transfer)2t2| H& X|&




Metadefender KIOSK
« SFT(Secure File Transfer)

= Metadefender?| SFT= EHQt HEZ 2t Qt™6HA CIOIEIE

Z=ndt= QZ=0| Secure File Storage=S MISSHTY.

. 53

=
Q

~ Data DiodeE Sall HIO|E &4 X|&
KIOSKete| AY HE 7|5 XS
XX Lf X2 L Guest A MM HZ

Metadefender Core?} 8= 7|5 M=

g
S
2

U

Secure File Storage Ul Workflow Profile At2 X|&
HOlE A+ 7|5 XIE

OPSWAT

Metadefender

SECURE FILE TRANSFER

@ Access your secure files

LOGIN GUEST

USERNAME OR EMAIL ADDRESS

administrator

PASSWORD

OPSWAT"




'Metadefender KIOSK

OFSWWAT
Metadefender
SECURE FILE TRANSFER
H S A
Data Diode0|A 2FHgt H[O|E] =2
pload files
FILENAME SCAN RESULT EXPIRATION DATE STATE SIZE
B e Metadefender_customess.pptx Metadefender Core Disabled ~ Nov 11, 0836 AM Available A78TKB
8 e v Basic Metascan and Metadefender.pptx Metadefender Core Disabled ~ Nov 11, 08:36 AM Available 457 MB
@ pudit Metadefender Email Security final version110116 SN.ppt Metadefender Core Disabled ~ Nov 11, 0836 AM Available 2401 MB
QIS0 Y5t 21 2 . ‘ , .

*?ﬂ EI' =2= E °|_I' E JI:I'E. \ Configuration v Microsoft_Security Intelligence_Report wolume_11_English.pdf Metadefender Core Disabled Nov 11, 08:36 AM Available 6.05MB
General Metadefender Presentation PowerPoint.pptx Metadefender Core Disabled ~ Nov 11, 0836 AM Available 2598 MB
rp_DBIR_2016_Report en_xg (1).pdf Metadefander Core Disabled Nov 11, 08:36 AM Available 475MB
Metadefender Email Security final version110116 SN_for webin.. ~ Metadefender Core Disabled ~ Nowv 11, 0836 AM Avallable 2056 MB
2016 Cyber_Agenda pdf %Sbsanitized%5d.pdf Metadefender Core Disabled ~ Nov 11, 08:36 AM Available 6851KB

S FT LH Wo rkflow I-I 9. alert js_new_pdf %Sbsanitized%sd.pdf Metadefender Core Disabled ~ Nov 11, 0836 AM Available 88.22KB

1o
Metadefender Email Security webinar.mp4 Metadefender Core Disabled ~ Nov 11, 08:36 AM Available 3138MB
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« Air-Gap + Data Diode2} S

fujo

£3I Kiosk 4

QIR HESZ

SD

cD

m

M

UsB Metadefender Kiosk

Metadefender Core

AIR GAP o 74 HEXA
-
SFT
> @ p a—\
=
Any Data Diode Secure File Transfer

Metadefender Core
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= Air-Gap + Data Diode2} HS2 S8t Kiosk 74

3 oR HEQI AIR GAP 0llo1 & HIER2

[a)
-
SFT
| IZ— |
Any Data Diode Secure File Transfer
\4
Metadefender Kiosk Metadefender Core Metadefender Core

Metadefender can be located inside the isolated network as well as in the air-gapped network alongside SFT

e



Metadefender KIOSK
» Air-Gap + Data Diode?} HS2 8t Kiosk 74

ﬁ oIE HEH3 AIR GAP o 2 HESZ

sD
Kiosk + Core0j| A O|=A] O|C]0H L}
OPTE EX| U HOIE AF X1
cD

Any Data Diode Secure File Transfer

— M M

UsB Metadefender Kiosk Metadefender Core Metadefender Core

Metadefender can be located inside the isolated network as well as in the air-gapped network alongside SFT




'Metadefender KIOSK
« Air-Gap + Data Diode2} HS2 S8t Kiosk 714

3 oR HEQI AIR GAP 0llo1 & HIER2

-
o-I o}t Data DiodeE S50 SFT
OIX 6|- A SHulSEH|0|E M& Fg . a—N
| IZ— |
Any Data Diode Secure File Transfer

M

Metadefender Core

M

UsB Metadefender Kiosk Metadefender Core

Metadefender can be located inside the isolated network as well as in the air-gapped network alongside SFT
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= Air-Gap + Data Diode%} ¢iE

io
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ﬁ o2 HEQA AIR GAP

SD

SFT= £350] Data Diode= 3
HAES S1QE/S T 24

cD

An ata Diode Secure File Transfer

M

UsB Metadefender Kiosk Metadefender Core Metadefender Core

M

m

Metadefender can be located inside the isolated network as well as in the air-gapped network alongside SFT
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ICS & SCADA
|4
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http://www.police.go.kr/
http://www.police.go.kr/
http://www.kisa.or.kr/main.jsp
http://www.kisa.or.kr/main.jsp
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v Metadefender Core Package & Custom Engines
AhnLab Zillua “'nProtect KASPERSKY# @ McAfee

nnnnnnnnn

Bl For Windows

Bitdefender + 2% AVG + + r::N’o

.........

mm For Linux
A Avira | Quick Heal | lq. Emsisoft Miclau
B \Vindows Custom Engines
...} O ks omanrus Y REN SOPHOS
Avira @I’.‘E!E B2 Microsoft
‘SIKARUS
- I W ke i VSymantec.  LAASOFT  Netjgate
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CONTACT US

INSEC Security

Email: insec@insec.co.kr
Phone: 02-863-5687
SHO[X| : www.insec.co.kr
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